w Innovatieconferentie 20 May 2025

0 NEXT GEN RESILIENCE|

TKI DINALOG

Dutch Institute for Advanced Logistics

Next Gen Resilience

Short-Term Wins, Long-Term Gains

Ronald de Boer




PN @ NexTcEN RESILIENCE T o | 11 DINA| 06

? Dutch Institute for Advanced Logistics
Why:

# Significant supply chain disruption
past 12 months

53,50%

13,90%

13,90%

. 7,90%

m0 m1-5 m6-10 11-20 21-50 51+ mDon't know

» 78% organizations experienced significant supply chain disruptions over past year (1-10
incidents)

* 34% of organizations had to halt production for at least 20 days due to disruption in supply chain
«  65% managers: |0SSES due to disruptions higher than expected

Sources: Reichelt Elektronik (Nov 2024). Forgotten supply chain challenge? Reichelt Magazine. https://www.reichelt.com/magazin/en/researches/forgotten-supply-chain-challenge
; BCI. (2024). BCI Supply Chain Resilience Report 2024. The Business Continuity Institute. https://www.thebci.org/resource/bci-supply-chain-resilience-report-2024.html
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H 5 8% NEXTGEN RESILIENCE ¢ .DI.!SIDMA!_LOG
ow e utcn Institute tor vance ogistics

University of

INVOLNATION  Windesheim
%/
— ) Abbott

' Consultant
Obb\/le S Timing: Sep 2023 - Sept 2026
BOSCH Core Consortium:

Windesheim + RUG +

mv ‘ Teachers |nyolvation

university of
groningen
Researchers

Corbion Students
FUJ:FILM Consortium

Value from Innovation

& SCANIA corporates 4 TKIDINALOG

Dutch Institute for Advanced Logistics
TEILIIN ARAMID

(N)GOs
\ IBI-— Service
Network prOViderS
Vreugdenhil Association Sl
NS Dairy Foods SM ES

e~0 . koopmans



é NEXTGEN RESILIENCE

What?

1. Instrumenten - Praktische tools:

= Resilience Scan (www.resiliencescan.org)

= Benchmarking Dashboard

= SCROL Matrix
2. Informatie - Bewustwording & bruikbare kennis

= Artikelen, workshops, lezingen en seminars

= Bedrijfstrainingen (Coca-Cola, Scania, Rituals, Evofenedex)
3. Inzichten - Onderzoek

Resilience Scan Responses
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=  Wetenschappelijke publicaties & conferenties

= Bijv.: ‘The supply chain resilience funnel”™
4. Implementatie bij bedrijven

= Deepdive workshops met Management Teams

= (Case studies en verbeterprojecten (40 studenten, 26 projecten)
5. Integratie in opleidingen

" RUG, Windesheim, Others: Maastricht University, La Salle University
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University _[Place _JCourses |
RUG Groningen  Supply chain coordination + resilience in SCM
fundamentals - Master SCM

Supply chain design-Logisticalengineering +
minor supply chain engineering

Maastricht University Maastricht Summer Program - Supply Chain Management
(MSM)

Workshop Supply Chain Resilience at Scania

Windesheim Zwolle

La Salle Univeristy Barcelona

*:Scholten, K., Van Donk, D.P., Boscari, S. (2025). What options do we have?
The supply chain resilience funnel. Journal of Supply Chain Management.
https://doi.org/10.1111/jscm.12342


http://www.resiliencescan.org/
https://doi.org/10.1111/jscm.12342
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Reverse Stress Testing in Supply Chains
(RESTRETCH)

Frans de Ruiter (Wageningen University & Research)
Collaboration between Wageningen University and Research, JADS den Bosch, Datacation, Nobian, Hoogwegt and Vos Logistics
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Need for new stress tests in industry

Vast, vital and complex
supply chains & logistics

Increase in disruptions
harder to predict

)

Need:
» Business criteria on viable supply chains
» Stress scenarios identification

* Quantify resilience of supply chain



Research required for today’s stress test

Start with imaging scenarios

Input Output
Normal stress test




—” TKI DINALOG

Dutch Institute for Advanced Logistics

Research required for today’s stress test

Start with imaging scenarios

Input Output
Normal stress test

Reverse stress test

Output Input

Start with business criteria for stress
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@ www.dinalog.nl

in /dinalog-dutch-institute-for-advanced-logistics/

u tkidinalog


http://www.dinalog.nl/
https://www.youtube.com/channel/UCLczu2Mwre3-HMNdtaENWyA
https://www.linkedin.com/company/dinalog-dutch-institute-for-advanced-logistics/
https://www.linkedin.com/company/dinalog-dutch-institute-for-advanced-logistics/
https://www.youtube.com/channel/UCLczu2Mwre3-HMNdtaENWyA
http://www.dinalog.nl/

DReSC: Digital Resilience in Supply Chains

Abhishta
Associate Professor
Cyber Security Risk Management

University of Twente
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% MAERSK  MARKETS PEOPLE  HARDWARE [LEBUEHEIE (NVESTOR RELATIONS

Maersk IT systems are down

We can confirm that Maersk IT systems are down across
multiple sites and business units due to a cyber attack. We
continue to assess the situation. The safety of our
employees, our operations and customer's business is our
top priority. We will update when we have more
information.

Qoor 0on storing trefl 4 vasdasg nogelik mindo
gevuldo vakken 341 dun ¥ v 0ns gowend be

Wij doen er atlos a1 om het cogemak voor u 20 4
mogti i hasden,
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NIS2 in brief

Applies to essential and important entities across sectors like logistics, energy, health, finance
and digital infrastructure.

Requires cybersecurity policies, incident response plans, supply chain security, and encryption
standards.

Major incidents must be reported within 24 hours, with follow-ups and final impact assessments.

Company leadership is directly responsible for compliance and must undergo cybersecurity
training.

Non-compliance can lead to fines of up to €10 million or 2% of global annual turnover.
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Popular Security Standards

ISO 27001

e Risk-Based Framework: Identify, assess, and treat information security risks using a structured,
repeatable methodology.

e Control Implementation: Apply security controls from ISO 27001 Annex A, supported by documented
policies and procedures.

e Continuous Improvement: Monitor, audit, and review the ISMS regularly to enhance effectiveness and
respond to changes.

NIST CSF 2.0

e Govern & ldentify: Define cybersecurity roles, responsibilities, and risks across assets, systems, and
supply chains.

e Protect & Detect: Implement safeguards (e.g., access control, training) and monitor for anomalies or
threats in real time.

e Respond & Recover: Act on incidents with structured response plans and restore operations while
learning from disruptions.
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Our approach

WPO: Project Management

WP1: Identify risks and
mitigation controls

issemination and feedback

WP2: Design and validate
mitigation strategies.

Economic

WP3: Valorisation and
dissemination

A3.1: Workshops

Socio-technical
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* Address both technical and non-
technical cybersecurity risks.

* Align actions to strategy, and
embed both into
organizational culture.

* Use continuous feedback
loops from real-world practice to
Improve.

* Prioritize by resolving known
dependencies and existing
risks first.
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Dependency to vulnerability mapp
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Using Knowledge Graphs for Role-Based Cybersecurity

Training

Building tailored training for real-world security challenges

System Mapping Process

We identify critical business processes and

map software dependencies to create a

comprehensive view of the digital ecosystem.

*  Map critical workflows

* Document dependencies

* Identify vulnerabilities

0_0
—O
[

Role-Based Security Training

Our approach links vulnerabilities to specific
roles and creates training content tailored to

each department's needs.

¢ Connect systems to roles
e Build knowledge graph

* Create targeted training

€3

Behavioral Economics Integration

Security decisions are affected by cognitive
biases and real-world pressures, like staff

delaying updates due to time constraints.

* Change behavior patterns
* Reduce security fatigue

* Address decay over time
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Any Questions

s.abhishta@utwente.nl
https://abhishta.org



mailto:s.abhishta@utwente.nl
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